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Scam Recovery Checklist:
Your 5-Step Crisis Response Plan

o IMMEDIATE FINANCIAL ACTIONS o PROTECT YOUR CREDIT
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Contact Your Bank or Credit Union Immediately: Call
your financial institution's fraud department to freeze account:
and stop pending transfers; scammers often move funds
within minutes of a successful ‘card declined' or Zelle ruse.

Report and Dispute Unauthorized Charges: Explicitly
flag all fraudulent transactions to your bank; if you used
a credit card, you have stronger legal protections and can
request a chargeback for fraudulent activity.

e SECURE YOUR DIGITAL IDENTITY

Reset Passwords and Use a Manager: Change all
compromised passwords immediately, ensuring they are
complex and unigue; use a secure password manager like
Bitwarden or 1Password to avoid the dangerous habit of
reusing credentials.

Enable Multi-Factor Authentication (MFA/2FA): Add an
extra layer of security to all accounts using an
authenticator app or biometric D, which prevents hackers
from logging in even if they have your password.

Sanitize Your Devices: If you granted remote access to a
scammer, run a full virus scan, update your operating
system, or take the device to a trusted retailer to remove
hidden malware or keyloggers.
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Place a Free Credit Freeze: Contact the three major
bureaus to lock your credit files, preventing scammers from
opening new lines of credit or bank accounts in your name.

[ Experian ][ TransUnion ][ Equifax ]
(Experian.com, | {(Transunion.com, || (Equifax.com,

888-397-3742) | | 800-680-7289) 888-766-0008]

o OFFICIAL REPORTING
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File Federal and Local Reports: Report the crime to
the FBI at IC3.gov, the FTC, and your local police
department to help authorities identify patterns and link
cases to organized crime rings.

Report Smishing to 7726: Forward spam or fraudulent
text messages to 7726 (SPAM) to alert mobile service
providers and help block these numbers for other users.

e SEEK SUPPORT
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Remember: It's Not Your Fault: Scammers are
professional criminals who use advanced psychological
“human hacking” to bypass even the most cautious
individuals; there is no need to feel ashamed or embarrassed.

Utilize Specialized Recovery Resources: Reach out
to the AARP Fraud Watch Network Helpline (877-908-
3360), the BBB Scam Survival Toolkit, or the
VictimConnect Resource Center for guided recovery support.





